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1.
INTRODUCTION
1.1
Background

1.1.1
Tackling anti-social behaviour is a major part of the work of a wide range of agencies and groups including the signatories to this Protocol identified in para.1.1.3 below. The Anti-Social Behaviour etc (Scotland) Act 2004 (hereinafter referred to as “the 2004 Act”) is intended to enable agencies to deal with anti-social behaviour more effectively.  One of the major obstacles to dealing effectively with anti-social behaviour has been the difficulty surrounding disclosure and sharing of information.  There has been a lot of confusion about what practitioners can and cannot do when it comes to sharing information.  In part this is because legally this is a fairly complex area.  Effective management of anti-social behaviour requires effective sharing of information amongst relevant agencies and groups.

1.1.2
Section 139 of the 2004 Act (see Appendix 4) enables any person to disclose information to a relevant authority where disclosure is necessary or expedient for the purposes of any provision of the 2004 Act or any other enactment relating to anti-social behaviour or its effects where that person would otherwise not have the power to disclose the information or would be by virtue of any enactment or rule of law, susceptible to a sanction or other remedy if the person disclosed the information.  Although some of the signatories to this Procotol are not “relevant authorities” in terms of Section 139, they too may be entitled to seek discloure of information where they are acting on behalf of a relevant authority for the purposes of the Anti Social Behaviour, etc (Scotland) Act 2004.

1.1.3
This Protocol is a legal agreement between:-

The Moray Council

Grampian Police Force

The Reporter, Scottish Children’s Reporters Administration (Moray Area)

Registered Social Landlords in Moray:

Albyn Housing Society Ltd

Castlehill Housing Association

Grampian Housing Association

Hanover (Scotland) Housing Association Ltd

Langstane Housing Association

Margaret Blackwood Housing Assoc Ltd

Moray Housing Partnership
Grampian Fire and Rescue Service

Victim Support Scotland

The Procurator Fiscal, Elgin

who are collectively referred to as “the Partnership Organisations”.  This shall include any statutory successors to the named agencies (for example as a consequence of local government re-organisation).

1.1.4
The purpose of this Protocol is to introduce a mechanism whereby data can be shared within the parameters dictated by the law.  The sharing of information within these specific parameters will instil a measure of confidence and trust in service users as to how the information is kept and used, and will also facilitate the reduction of crime, disorder and anti-social behaviour in the Moray area. 

1.1.5
The scope of this Protocol is to clarify, as far as possible, under which circumstances information can be exchanged.  This Protocol is however general in its terms as it is envisaged that each of the Partnership Organisations will formulate guidance for their own internal purposes on the operation of this Protocol.  Each of the Partnership Organisations agree that their own internal guidance will be consistent with the terms of this Protocol.

1.1.6 All technical terms and abbreviations are defined in the extensive Glossary section. Guidance on key legislation is also set out in Appendices 1-4 & 10 to this Protocol.

1.1.7    This Protocol will be published and made available to the general public for clarity of purpose.

1.1.8
In order to tackle anti-social behaviour in Moray more effectively, the Partnership Organisations must work effectively and efficiently together.  Sharing information is vital to the provision of a co-ordinated and seamless strategy.  There have been both real and perceived barriers to information sharing at both operational and managerial levels.  These may be linked to the legal requirements or ethical standards which require to be satisfied.  On some occasions these impediments are focused on personal, inter-professional and inter-organisational mistrust; on worries about responsibility and accountability for personal information; on the absence of enabling mechanisms; and on technical matters.  This Protocol has been framed to remove these impediments to information sharing.  The Partnership Organisations agree that this Protocol together with the relevant internal guidance which each Partnership Organisation will develop will be supported by training within each organisation in order to ensure that inter-organisational processes work smoothly and are managed effectively.

1.1.9
This Protocol was originally developed by the Anti-Social Behaviour Task Group, a sub-group within the Community Safety Group.  Thereafter this Protocol was further revised and developed by the legal representatives of the Partnership Organisations.  In finalising the terms of this Protocol, the Partnership Organisations acknowledge that due regard has been paid to the terms of Scottish Executive Guidance on Information Sharing including a model Protocol in this area, and the Gold Standard Information Sharing Protocol devised relative to the Joint Futures Agenda, there being meantime no Gold Standard document available in the context of anti-social behaviour.

1.1.10
This Protocol supersedes the Housing Liaison Protocol entered into in 2003 between The Moray Council, Grampian Police, the Procurator Fiscal (Elgin) and the Registered Social Landlords in Moray  in so far as this regulates information sharing between Partnership organisations relative to anti-social behaviour.
1.2
Fundamental Principles

1.2.1 It is acknowledged as a fundamental principle by the Partnership Organisations that, as a matter of good practice, compliance with the first data protection principle is best achieved by (1) obtaining informed consent to data sharing from the data subject and (2) providing the data subject with full details of the processing proposed.  Decisions on whether it is appropriate to proceed on this basis are however regarded as matters for the exercise of professional judgement by the officers designated in Section 5 of this Protocol.  This issue will require to be addressed on a case by case basis, and in accordance not only with the terms of this Protocol, but also in accordance with the terms of the appropriate internal guidance.  The Partnership Organisations are recommended to seek their own legal advice, wherever necessary. The Partnership Organisations agree that they will seek to avoid asking for consent to disclosure of information where it is clearly envisaged that the information will be disclosed irrespective of consent.

1.2.2
It shall also be a fundamental principle of this Protocol that the confidentiality of personal Data are paramount.  The Partnership Organisations agree that no use shall be made of personal data which is inconsistent with the aims of this Protocol, except to the minimum extent required by law.  The Partnership Organisations agree to use their best endeavours to safeguard the confidentiality of personal data.  In particular information shared with those party to this Protocol for a specific purpose will not be regarded by that party as intelligence for general use, outwith the purposes of this Protocol.

1.2.3
All personal data subject to this Protocol shall remain the property of the disclosing agency, and is the responsibility of the data controller as defined by the Data Protection Act 1998.  The Partnership Organisation receiving the data will not share it with any other party without the disclosing Partnership Organisation’s written permission. 

2. OBJECTIVES

2.1
This Protocol is intended to:-

(i) Set out the fundamental principles which underpin the exchange of information between the Partnership Organisations;

(ii) Define the specific purposes for which the Partnership Organisations have agreed to share information to meet their responsibilities to tackle anti-social behaviour in the Moray area;

(iii) Describe the roles and structures which will support the exchange of information between the Partnership Organisations;

(iv) Describe the procedures which have been agreed for exchanging information;

(v) Describe the security procedures necessary to ensure that the confidentiality of information exchange is maintained;

(vi) Confirm the responsibilities of the Partnership Organisations to frame and implement internal guidance to meet the requirements of this Protocol; and

(vii) Describe how this Protocol will be implemented, monitored and reviewed.

3.
PURPOSES FOR WHICH INFORMATION WILL BE SHARED
3.1
The purpose for information sharing is as follows:-

· To provide the information which the Partnership Organisations require to frame and implement a joint strategy for tackling anti-social behaviour

· To tackle individual cases of anti-social behaviour

· To collect statistical information to analyse trends and identify hotspots 

· To contribute to research and evaluation

· To provide the information needed to deliver integrated and consistent services

· To improve the quality of services for those affected by anti-social behaviour in Moray

3.2 
Other purposes may emerge from time to time which could not be foreseen at the time 

this Protocol was being drafted.  Provided the Partnership Organisations agree that such further purposes are beneficial and the information exchange underpinning such purposes is consistent with the terms of this Protocol, then this Protocol shall apply to such other purposes.  Each Partnership Organisation shall ensure that notified details held by the Information Commissioner are appropriate for any such additional purpose. 

4.       JOINT PROCEDURE
4.1
All Partnership Organisations shall formulate and adhere to their own internal policies and procedures covering information sharing, disclosure of personal information, access and security and providing detailed guidance in their own particular service areas.   Each Partnership Organisation will ensure the availability of these policies and procedures to their own members of staff.  The Partnership Organisations shall endeavour to streamline joint and internal procedures with a view to achieving consistency of approach, in line with the principles of this Protocol.  
5. DESIGNATED OFFICERS
5.1
Each Partnership Organisation must appoint a Primary Designated Officer (PDO) who will be an officer of sufficient standing, and will have a co-ordinating and authorising role.  Each Partnership Organisation may also appoint further Designated Officers (DOs)  within the same body.  

5.2
The individuals named in Appendix 11 (or the successors in their named post) are designated as PDOs and DOs to assume responsibility for data protection (including notification where appropriate), security and confidentiality, and compliance with all relevant legislation

5.3       The specific responsibilities of the PDO will be the following:-

(a) to ensure the named party abides by the terms of this Protocol;

(b) to ensure that all DOs and other staff are fully aware of their responsibilities;

(c) to nominate a DO to act as PDO in their absence;

(d) authorising their Partnership Organisation’s involvement and co-operation in the information sharing process, at every stage;

(e) keeping a Protocol Co-ordination Folder, which holds all the Partnership Organisation’s information sharing documents as detailed in Clause 5.5 hereof;

(f) ensuring their Partnership Organisation’s data protection notification is accurate, up to date and adequate for the purpose for which it is intended.

(g) monitoring, evaluating and auditing operation of the information sharing process in terms of Clause 11 hereof.

5.4 The appointments of the PDO/DOs require to be confirmed in writing and the formal

appointments stored in the Protocol Co-ordination Folder, for all Partnership 

Organisations to access.

5.5 The Protocol Co-ordination Folder must include a) a Record of all data disclosed b) Project Chronologies c) Project Access Lists d) Notes of meetings with Partnership Organisations, telephone calls and copy correspondence e) Breaches Log.

5.6 Only PDOs and DOs can make formal requests and document agreements for the sharing of personal information.  PDOs and DOs can decide on a case by case basis why a disclosure is necessary to support action under the Act.  They will also decide why and when the public interest overrides the presumption of confidentiality.

5.7 It is the responsibility of PDOs and DOs to ensure that processing of personal Data is in keeping with the principles of the Data Protection Act 1998. 

5.8 PDOs and DOs are the Data Controllers.  As such, any final decision on whether to share personal information rests with them.

6 NON-PERSONAL DATA
6.1 Non-personal data constitutes data that has never referred to individuals.  Non-personal Data are usually supplied in the form of aggregate data. They are commonly  used for incidence or hot-spot mapping purposes.

6.2 The Partnership Organisations agree to disclose non-personal data for the purpose of profiling local areas for anti-social behaviour activity, and to calculate the cost, scope and scale of proposed reduction interventions by Partnership Organisations to this Protocol.

6.3 The Partnership Organisations agree that non-personal data held by them may be subject to the provisions of the Freedom of Information (Scotland) Act 2002.  The Partnership Organisations have a legal duty to provide non-personal data to a third party, if a formal request is made.  Legal advice should be sought in the event of such a request.

7 DE-PERSONALISED DATA

7.1 De-personalised data encompasses any information which does not and cannot be used to establish the identity of a living individual, and has had all personal identifiers removed.  The Information Commissioner has stated that even a postcode or address can reveal the identity of an individual, if there is only one person living there.  

7.2 De-personalised data may be used in the vast majority of anti-social behaviour audit activity, as management teams and analysts do not require personal data.  De-personalised Data are excellent for profiling local areas and in calculating the scale, scope and cost of proposed anti-social behaviour intervention.

7.3 There are no restrictions in terms of the Data Protection Act 1998 or the Human Rights Act 1998 on exchange within this Protocol of de-personalised data.  A duty of confidence may however apply in certain situations.  Specific guidance on the circumstances in which it will be regarded as acceptable in terms of this Protocol to breach such a duty of confidence is provided in Section 9.3 of this Protocol.  It is acknowledged that copyright, contractual or other legal restrictions may prevent disclosure of de-personalised data to Partnership Organisations. 

7.4 The Partnership Organisations appreciate that if several sets of de-personalised data were to be merged or compared with one another, there would be a risk that an individual could be identified.  They therefore agree to always hold de-personalised data securely and to destroy it securely, when it is no longer required.

8 PERSONAL DATA

8.1 Personal data will only be exchanged where the purpose of the exchange cannot be otherwise met by the exchange of non-personal or de-personalised data.  

8.2 In order for processing of personal data to be lawful, at least one of the conditions listed in Schedule 2 to the Data Protection Act 1988 must be met and if processing sensitive personal data, at least one additional condition from schedule 3.  Schedules 2 and 3 to the DPA 1988 are set out in Appendices 2 and 3.  Sensitive Data are defined by the Act as including health data,  information regarding a person’s sexuality, religious beliefs, and involvement in criminal offences and proceedings.  This Protocol proceeds on the basis that for much of the processing which will require to be undertaken in the area of anti-social behaviour, it may be impractical or inappropriate to rely upon consent as the condition forming the basis for lawful processing of either personal data or sensitive personal data.  In that event, Partnership Organisations will be required to identify another appropriate condition in terms of Schedule 2 or Schedules 2 & 3 as appropriate.

8.3 For the purposes of this Protocol, the Partnership Organisations agree that they each have either an express or an implied power to share information by virtue of Section 139 of the Anti-Social Behaviour etc (Scotland) Act 2004.  It is acknowledged however that the terms of Section 139 do not free the Partnership Organisations of their legal obligation to otherwise comply with the terms of the Data Protection Act 1998, the Human Rights Act 1998, the Common Law Duty of Confidentiality or other relevant legislation.

8.4 Appendices 1, 2, 3, 4 & 10 contain general guidance on legal requirements.  This guidance is considered to be correct as at 31 December 2005.  However, Partnership Organisations agree that as this area of the law is both complex and developing rapidly, no warranty can be given as to the continuing accuracy of these Appendices.  Each Partnership Organisation remains under an obligation to seek independent advice on legal issues, including those arising in these key areas.  Partnership Organisations will require to draft more detailed internal guidance on how these legal requirements should be met in their own specific service areas. 

9.
MANAGING INFORMATION SHARING
9.1
Consent

9.1.1
The Partnership Organisations accept that, where this is both reasonably practicable and appropriate in terms of the Data Protection Principles outlined previously, every effort will be made to obtain the consent of the data subject to the information sharing proposed.  However, as a matter of good practice, the data subject should not be asked for consent where it is envisaged that the data sharing will proceed even if that consent is withheld.  Consent should generally be obtained for disclosures of personal data which do not involve criminal behaviour.

9.1.2
Consent must be given on an informed basis.  This means that consent should only be given with as full an understanding as possible of what information will be shared, with whom that information will be shared and for what purpose.  A document which may be used to record consent is produced at Appendix 7 to this Protocol.  If a data subject limits seeks to limit the scope of an  any subsequent information disclosure in any way, then this must be flagged so that officers subsequently handling the relevant Data are alerted to the limitation on consent.  Accurate records must be kept on which data set is disclosed and to whom; the source of the data disclosed; the date of disclosure.

9.1.3
Where Data are disclosed without consent, full details must be recorded about the information disclosed, the reasons why the decision to disclose was taken, the person who authorised the disclosure and the person(s) to whom it was disclosed within any other Partnership Organisation.  A style of Processing Record which Partnership Organisations may wish to use is produced at Appendix 9 to this Protocol.  The persons responsible for this process are detailed in the Designated Officers section of this Protocol.

9.1.4
Each Partnership Organisation shall put in place a mechanism whereby any member of staff concerned about being accused of disclosing personal data without the consent of the data controller may seek instructions on this point, so as to ensure that their conduct is deemed to have the consent of the data controller (such a mechanism means that the legality of the disclosure in question is a civil matter aimed at the Data Controller and not a criminal matter aimed at the individual).

9.2
The Data Sharing Process
9.2.1
Except in situations where information is required as a matter of such urgency that compliance with the formal procedures of this Protocol is neither practical nor appropriate, all requests for information must be made in writing in the form set out in Appendix 5.  Requests will be acknowledged by the recipient Partnership Organisation within 5 working days.  The Partnership Organisation to whom the request is submitted (the disclosing Partnership Organisation) will then be required to undertake an assessment and consider the nature of the formal request, replying within 10 working days.  If this timescale is insufficient, the disclosing Partnership Organisation must reach agreement on an appropriate extension of the ten day limit with the requesting Partnership Organisation.

9.2.2
In cases of urgency as detailed above, verbal requests for information sharing should be confirmed in writing within five working days to ensure that an audit trail exists.

9.2.3
When Data are supplied in terms of this Protocol, the data must be supplied with details of a recommended maximum retention period.  If the receiving Partnership Organisation disagrees with the recommended retention period, they must reach agreement with the disclosing Partnership Organisation on any amended retention period within 14 working days failing which they will be deemed to have accepted the retention period recommended by the disclosing Partnership Organisation.

9.3
Subject Access Requests

9.3.1
The data subject is legally entitled to request their records from the receiving Organisation unless an exemption under the Data Protection Act 1998 applies.  If the subject requests access to their records, the PDO or DO should immediately contact the disclosing Organisation to determine whether the latter wishes to claim exemption.  From this stage, the procedure should be fully documented in writing and stored on file.

9.4
Each Partnership Organisation will frame and implement internal management procedures giving specific guidance on the salient points of this Protocol in the context of their own service area.  Full training will be given by each Partnership Organisation on operation of both their own internal Protocol and this Protocol.

9.5
Access to personal data by staff other than the PDO or DOs should be limited to employees whose work is directly related to the requirement for disclosure.  

10.       ACCESS AND SECURITY PROCEDURES
10.1
All requests for information about a particular individual must be accompanied by 

sufficient personal information to ensure that the individual can be clearly identified.  The name, address and date of birth of the individual should accompany requests for information wherever possible.

10.2
It is recognised that staff and agents of the Partnership Organisation fulfil a number of roles within their own organisation.  In fulfilling one particular role, they may be given privileged access to information about an individual which they believe would assist them in one of their other roles, or be of wider interest to their organisation.  However, confidential information is disclosed only for the purpose specified at the time of the disclosure.  It is a condition of access that it should not be used for any other purpose without the consent of both the Data Controller and, where appropriate, the data subject.  Persons wishing to use that information for any other purpose or who wish to disclose that information to any person other than those authorised to receive the information must submit a formal application to the party which is the Data Controller.  It is the responsibility of the person making the application to provide sufficient information to justify why that information should be disclosed for that purpose. It is the responsibility of the Data Controller to obtain the consent of the individual to the further use of that information or to decide whether the reason the information is required justifies disclosure without consent.

10.3
It is an underlying principle of this Protocol that a Partnership Organisation will always retain ownership of the personal information which it discloses to another Partnership Organisation.  The recipient of such information must therefore obtain the consent of the original data owner  before making a further disclosure.  For the purposes of this requirement, each section/department of the Moray Council will be treated as a separate organisation headed by a Senior Designated Officer, there being one PDO for the whole Authority.
10.4
A party in receipt of statistical data derived from the records of a Partnership Organisation in terms of this Protocol must request permission from the data owner if they wish to use that information for any purpose other than that for which the information was originally provided.

10.5
A party submitting or circulating reports or articles beyond the Partnership Organisations covered by this Protocol which incorporates statistics or other data supplied by other Partnership Organisations will ensure that the other Partnership Organisations have the opportunity to view and comment on the report or article before its release.

10.6
It is the responsibility of the Partnership Organisations to ensure that each has adequate security arrangements in place to protect the integrity and confidentiality of the information they hold.

10.7
Written communications containing personal information should be transferred securely in a sealed envelope and addressed by name to the PDOs or DOs within each Partnership Organisation.  Written communication should be marked “Personal – Private and Confidential – To Be Opened by the Recipient Only”.  Partnership Organisations to this Protocol should satisfy themselves of the local practical details and ensure that adequate information about arrangements is available to the sender.  Where a Partnership Organisation has a policy that all mail is to be opened at a central point prior to delivery to the named recipient, then this policy must be made clear to all Partnership Organisations so that they may make alternative arrangements for transfer where it is essential that the information is restricted specifically to those who have a “need to know”.

10.8
Fax transfer of personal data should be avoided wherever possible.  Where this is necessary, the PDO/DO who authorises release of the information and the intended recipient must take personal responsibility for transmission and receipt of the fax to ensure that confidentiality is maintained.  

10.9
Every effort will be made to ensure that the fax transmission is otherwise securely transferred.

10.10
Personal data will not be e-mailed over internet links without adequate security being in place, for example use of a secure network such as the Government Secure Intranet.

10.11
It is recognised that in urgent cases personal data may have to be requested or provided via telephone or face to face.  The Partnership Organisations will ensure that appropriate security precautions are taken in these circumstances.  Appropriate records of any such exchange of information should be confirmed in written format within 5 working days to ensure that an audit trail exists.

10.12
All personal data will be clearly marked as such and will be stored securely by the Partnership Organisations within a pass-worded computer system or otherwise physically secure environment with appropriate levels of staff access.  Staff with passworded access will not divulge their passwords or leave systems active while absent.  The Partnership Organisations undertake to destroy all personal data which is no longer needed for the purpose for which it was supplied, or in respect of which the period recommended for retention has expired. 

11    AUDIT

11.1
Audit of Data 

The Partnership Organisations undertake to ensure through their PDOs that they will collect, process, store and disclose all data held by them within the terms of this Protocol and the relevant legislation.  The Partnership Organisations agree to ensure that all information held by them is accurate, relevant and fit for the purpose for which it is intended.

11.2
Audit of Security 

The Partnership Organisation agree to store all data held securely as per the terms of the Security and Data Management sections.  They will dispose securely of all data held.  The Partnership Organisations also undertake to have their PDOs conduct six monthly audits of their security arrangements to ensure they are effective.

11.3
Audit of Protocol 

The Partnership Organisations undertake to have their PDOs conduct regular audits of this Protocol at six monthly intervals in order to amend it and ensure it remains fully effective.  The PDO will be responsible for managing this audit as detailed in Clause 5.3(g) hereof.
12.      CONTRACTUAL AGREEMENT

12.1
Undertaking
12.1.1
The Partnership Organisations to this Protocol accept that the procedures laid down within this document will provide a secure framework for the sharing of information between them in a manner compliant with their statutory and professional responsibilities.

12.1.1 As such, they undertake to implement and adhere to the procedures and structures set out within this Protocol and to ensure that where these procedures are adopted, then no restriction will be placed on the sharing of information other than those specified within this Protocol or otherwise prescribed by law.

12.2 Data Protection Notification and Control

12.2.1 The Partnership Organisations are each data controllers of personal data.  The Partnership Organisations confirm that each has a valid notification under the DPA and that this notification includes reference to the fact that information pertaining to anti-social behaviour is held and may be disclosed to the other Partnership Organisations to the Protocol.  

12.2.2 The Partnership Organisations undertake not to allow the said notification to lapse or to be amended in a way which would render it inconsistent with this Protocol.

12.3     Duration and Variation
12.3.1
This Protocol shall come into force immediately upon being executed by the 

Partnership Organisations.

12.3.2 This Protocol shall last indefinitely unless terminated or superseded in terms hereof.

12.3.3 Notwithstanding the termination of this Protocol any duties of confidentiality imposed on the Partnership Organisations shall subsist indefinitely.

12.3.4
This Protocol may be varied by the written agreement of all the Partnership Organisations. 
12.3.5
This Protocol shall terminate on the execution by the Partnership Organisations (or their successors) and coming into force of another Protocol on information sharing in the context of anti-social behaviour which is expressly stated to supersede this Protocol.  In particular, this Protocol supersedes the existing Housing Liaison Protocol executed in February 2003.

12.3.6
Any Partnership Organisation may terminate this Protocol on giving six months written notice to the others of their intention to do so.

12.3.7
Any Partnership Organisation may terminate this Protocol by notice in writing immediately if:

· Another Partnership Organisation is in breach of any of the terms of this Protocol which in the case of a breach capable of remedy shall not have been remedied by that other Partnership Organisation within 21 days of receipt of a written notice specifying the breach and requiring its remedy; or
· Another Partnership Organisation shall be incompetent, guilty of gross misconduct and/or any other serious or persistent negligence in the carrying out of its duties hereunder.

12.4 
Mutual Indemnities
12.4.1
This section shall apply in the event of a breach by any Partnership Organisation of its 
obligations hereunder where such breach results in harm or distress to any third party.

12.4.2 In the event that the third party who has suffered harm as a result of such breach seeks damages from the Partnership Organisation which was not in breach of its obligations, that Partnership Organisation shall be entitled to be indemnified by the Partnership Organisation or organisations in breach of its duties.

12.4.3 This indemnity shall include the costs which the Partnership Organisation being indemnified has incurred in resisting or defending the claim for damages.

12.4.4 The duty to indemnify shall extend to extra-judicial settlement of the claim for damages only where the Partnership Organisation in breach has consented to the settlement.

12.4.5 The duty to indemnify shall include the cost of any appeal against an initial adverse decision of the Court but only where the Partnership Organisation in breach has consented to the taking of the appeal.

12.5
Resolving Issues Associated with the Protocol
12.5.1 Following the introduction of this Protocol there will be a two month pilot phase

during which the efficiency with which the Protocol is operated will be reviewed by the Anti-Social Behaviour Task Group and any appropriate refinements made.

12.5.2 Throughout operation of this Protocol the following types of issues will be logged by the relevant PDO/DO:

· Refusal to disclose information

· Conditions being placed on disclosure

· Delays in responding to requests for information

· Disclosure of information to members of staff who do not have a legitimate reason for access

· Inappropriate or inadequate use of procedures for example insufficient information provided with requests

· Disregard for procedures

· The use of data/information for purposes other than those agreed in the Protocol or for which the information was supplied

· Inadequate security arrangements

· Any actual or attempted security breach by a Partnership Organisation

· Any actual or attempted security breach by an external party (for example hacking)

12.6
Dispute Resolution
12.6.1
Any person who considers that the terms of the Protocol have been breached should, in the first instance, discuss this with the PDO.  The PDO should record the issue and check whether the concern is justified.  If the PDO concludes that the procedures have been breached, they should first try to resolve the issue informally.  If the matter can be resolved in this way, the outcome should be noted and recorded in the Breaches Log within the Protocol Co-ordination Folder.

12.6.2 A time limit of 10 days should be allowed for informal negotiations.  At the end of this period the details of any actions on the outcome of negotiations should be noted and logged.

12.6.3 A log will be maintained of breaches associated with the working arrangements to enable review of those arrangements.

12.6.4 Any complaints received by or on behalf of a member of the public containing allegations of inappropriate disclosure of information will be dealt with by the internal complaint procedures of the Partnership Organisation which received the complaint.  Any disciplinary action will be an internal matter for the Organisations concerned.  However, in order to monitor adherence to the Protocol, it is agreed that information as regards any such public complaint will also be passed to the PDOs within each Partnership Organisation who will together conduct a review of working arrangements in order to address the subject matter of public complaint.

12.7
Alternative Dispute Resolution

12.7.1
In the event that the Partnership Organisations are unable to resolve a specific dispute between themselves amicably in terms of Clause 12.6 hereof, the Partnership Organisations agree that the matter shall be referred to a mutually agreed expert for determination.  It shall be an express condition of the appointment of any such expert that any decision shall be issued within 14 days of a submission by all Partnership Organisations involved in the particular dispute, such Partnership Organisations being obliged to act reasonably and expeditiously in the preparation of such submission.  Any decision issued by such an expert shall be binding on all Partnership Organisations except in the event of a manifest error in fact or in law.  All Partnership Organisations involved in the dispute shall bear the costs of appointing the expert equally, unless the expert determines otherwise.

12.8
Governing Law
12.8.1
This Protocol shall be governed by Scots Law and the Partnership Organisations hereto submit to the exclusive jurisdiction/the Scottish courts.

We, the undersigned, agree to adopt and adhere to this Information Sharing Protocol:

Signed for and on behalf of Moray Council………………………………………

Date ………………………………………

Signed for and on behalf of Grampian Police………………………………………

Date ………………………………………

Signed for and on behalf of The Procurator Fiscal, Elgin………………………………………

Date ………………………………………

Signed for and on behalf of Albyn Housing Society Ltd……………………………………….

Date ………………………………………

Signed for and on behalf of Castlehill Housing Association………….………………………..

Date ………………………………………

Signed for and on behalf of Grampian Housing Association…………………………………..

Date ………………………………………

Signed for and on behalf of Hanover Housing Association Ltd ………………………………

Date ………………………………………

Signed for and on behalf of Langstane Housing Association………………………………….

Date ………………………………………

Signed for and on behalf of Moray Housing Partnership...……………………………………..

Date ………………………………………

Signed for and on behalf of Scottish Childrens Reporter ………………………………………

Date ………………………………………

Signed for and on behalf of Grampian Fire & Rescue Service…………………………………

Date ………………………………………

Signed for and on behalf of Victim Support Moray ………………………………………

Date ………………………………………

GLOSSARY TO THE PROTOCOL SECTION

ACCESS LIST:

A register specific to a project where personal information is shared logging the authorised access to the information.



AGENCIES:

Those signatories party to this Protocol.



AGGREGATE DATA:

Data that consists of statistics of events forming a trend or pattern but from which it is not possible to identify individuals.



ANTI SOCIAL BEHAVIOUR:

In accordance with Section 143 of the Anti Social Behaviour etc (Scotland) Act 2004, a person engages in anti social behaviour if they:-

“(a) Act(s) in a manner that causes or is likely to cause alarm or distress; or (b) pursue(s) a course of conduct that causes or is likely to cause alarm or distress,

to at least one person who is not of the same household" (as A).

Conduct includes speech; and a course of conduct must involve conduct on at least two occasions.

The following are examples of types of behaviour which may fall within this definition.  It should be noted that this list is not exhaustive and other types of behaviour may be defined as anti social:

· Noise – eg noisy neighbours, cars/motorbikes; loud music; alarms; noise from pubs/clubs; noise from business/industry.

· Rowdy behaviour – eg shouting and swearing; fighting; drunken behaviour; hooliganism/loutish behaviour.

· Nuisance behaviour – eg. Urinating in public; setting fires; inappropriate use of fireworks; throwing missiles; climbing on buildings; impeding access to communal areas; games in restricted/inappropriate areas; misuse of air guns; letting down tyres.

· Hoax calls

· Intimidation/harassment – eg. Groups/individuals making threats; verbal abuse; nasty/offensive letters; obscene/nuisance phone calls; menacing gestures.

· Criminal damage/vandalism – eg. Graffiti; damage to bus shelters, phone kiosks, buildings, trees, etc.

· Litter/rubbish – eg dropping litter; dumping rubbish;  fly-tipping; fly-posting.

· Drugs/substance abuse and dealing – eg. Taking drugs, inhaling volatile substances; discarding needles/drug paraphernalia; presence of dealers/users.

· Street drinking 

· Abandoned cars

· Vehicle related nuisance and inappropriate vehicle use – eg. Setting vehicles alight; racing cars; off-road motorcycling/quad bikes.

· Animal related problems – eg dog fouling.

Anti-Social Behaviour does not include behaviour that is merely different, for example by reason of a medical or developmental condition or a mental health problem or because of a different lifestyle, culture or religion.



AUDIT:

A process of collating statistical data from lawful sources to identify trends or patterns in crime and disorder in order to formulate strategies and projects to disrupt and negate criminal and anti social behaviour.



AUDIT TRAIL:

A process of collating data for the purpose of identifying and refining internal procedures of partner agencies, by means of examination of all documentation kept on the information exchange.



COMMON LAW:

A common law duty of confidentiality is owed to the public.  This requires that personal information given for one purpose cannot be used for another, and places restrictions on the disclosure of that information.  This duty can only be broken if the public interest requires it.  Statutory provisions on disclosure override common law provisions. 



CONSENT:

Agreement, either express or implied, to an action based on knowledge of what that action involves, its likely consequences and the option of saying no.



EXPRESS CONSENT:

Consent which is expressed orally, or in writing, (except where a person cannot write or speak, when other forms of communication may be sufficient).



DATA:

Essentially the same as “information” but tends to be information recorded in a form, which can be processed by equipment automatically (usually electronically), in response to specific instructions.



DATA IN THE PUBLIC DOMAIN:

Any information which is publicly available, whether it relates to a living individual or not.  For example, information found on the internet, television or court records.



DATA CONTROLLER:

Is the person who decides the purposes for which and the manner in which “personal data” is to be “processed”.



DATA PROCESSING:

Includes the obtaining, holding, recording, retrieval, organisation and disclosure of data - it is a very wide concept indeed.



DATA PROTECTION ACT 1998:

A major piece of legislation, governing who can store data and share it and under which circumstances.  It embodies the eight basic principles of data processing, and gives guidance on data sharing.



DATA SHARING (EXCHANGE):

The physical exchange of data between one or more individuals or agencies; this is data recorded in an electronic or processed form.  For example, this usually involves the transfer of a data set to a Partnership Organisation.



DATA SUBJECT:

An individual who is the subject of personal data, being data from which a living individual can be identified.



DE-PERSONALISED DATA:

This is information where any reference to or means of identifying a living individual has been removed or “sanitised”.



DESIGNATED OFFICER:

A person nominated by the agency of sufficient standing, to process or initiate requests for personal information and data.



PRIMARY DESIGNATED OFFICER:

As Designated Officer, the most senior and co-ordinating member of the information sharing party in the partnership.



FORMAL REQUEST:

A written request by the Designated Officer for personal information made to the information holder.



HOT SPOT AREAS:

These are geographic areas of focus, where there is a disproportionately above average incidence of criminal activity and/or anti social behaviour activity.



HUMAN RIGHTS ACT 1998:

This Act requires public authorities to comply with Article 8 of the European Convention on Human Rights, amongst other human rights. Article 8 is the right to respect for private and family life.  Interference with this right is justified only when it is in accordance with the law, and is necessary in pursuing a legitimate public interest in a proportionate manner.



INDEMNITY:

Parties may seek to indemnify themselves against eventual legal action or litigation for compensation for damage or distress under the relevant legislation.  As protocols are not legally binding documents it is wrong to assume that an indemnity clause will place signatories beyond legal challenge.  



INFORMATION:

This is essentially the passing of knowledge from one party to another in this Protocol.



INFORMATION SHARING (EXCHANGE):

Involves a physical exchange of data between one or more individuals or agencies.



INTELLIGENCE:

This is the end product of a process by which that information is checked and compared with other information and is then used to inform decision-making.



MAPPING:

This is the process of combining data resources and the use of different types of data, to create a more accurate or clear picture of what is going on in the area.



NON-PERSONAL INFORMATION:

Any information which does not or cannot be used to establish the identity of a living individual.

PERSONAL INFORMATION:

Must relate to a living individual who can be identified from the data.  Therefore, anonymised or aggregated data (see below) which cannot be used to identify particular individuals does not fall within the definition.  Furthermore, personal data includes expressions of opinion and of the data controller’s intention in relation to the data subject.



PROTOCOL CO-ORDINATION FOLDER:

To be held by each partner agency giving an overview of its information-sharing arrangements.



PUBLIC DOMAIN:

Information is judged to be in the public domain when it is so generally accessible that it can no longer be regarded as confidential.



RELEVANT AUTHORITIES:

Any of these bodies or persons referred to in Section 139.



REVIEW:

Periodic review of data exchanged for the purposes of the protocol including review of the scope, relevance and accuracy of disclosed data; 



Appendix 1

The Data Protection Principles

1. Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless:

(a) at least one of the conditions in Schedule 2 is met, and

(b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met.

2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.

4. Personal data shall be accurate and, where necessary, kept up to date.

5. Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.

6. Personal data shall be processed in accordance with the rights of data subjects under this Act.

7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

8. Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.

Appendix 2

CONDITIONS RELEVANT TO THE PROCESSING OF PERSONAL DATA

1. The data subject has given his consent to the processing.

2.    The processing is necessary:-

(a) for the performance of a contract to which the data subject is a party, or

(b) for the taking of steps at the request of the data subject with a view to entering into a contract.

3. The processing is necessary for compliance with any legal obligation to which 

the data controller is subject, other than an obligation imposed by contract.

4. The processing is necessary in order to protect the vital interests of the data 

subject.

5. The processing is necessary:-

(a) for the administration of justice,

(b) for the exercise of any functions conferred on any person by or under any enactment,

(c) for the exercise of any functions of the Crown, a Minister of the Crown or a government department, or

(d) for the exercise of any other functions of a public nature exercised in the public interest by any person.

6.
(1)
The processing is necessary for the purposes of legitimate interests pursued by 

the data controller or by the third party or parties to whom the data are disclosed, except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject.

(2) The Secretary of State may by order specify particular circumstances in which this condition is, or is not, to be taken to be satisfied.

Appendix 3

CONDITIONS RELEVANT TO THE PROCESSING OF SENSITIVE PERSONAL DATA

1. The data subject has given his explicit consent to the processing of the personal data.

2. (1)

The processing is necessary for the purposes of exercising or 




performing any right or obligation which is conferred or imposed by 




law on the data controller in connection with employment.

(2) The Secretary of State may by order:

(a) exclude the application of sub-paragraph (1) in such cases as may be specified, or

(b) provide that, in such cases as may be specified, the condition in (1) is not to be regarded as satisfied unless such further conditions as may be specified in the order are also satisfied.

3. The processing is necessary:-

(a) in order to protect the vital interests of the data subject or another person, in a case where:-

(i) consent cannot be given by or on behalf of the data subject, or

(ii) the data controller cannot reasonably be expected to obtain the consent of the data subject, or

(b) in order to protect the vital interests of another person, in a case where consent by or on behalf of the subject has been unreasonably withheld.

4. The processing:-

(a) is carried out in the course of its legitimate activities by any body or association which:-

(i) is not established or conducted for profit, and

(ii) exists for political, philosophical, religious or trade-union purposes

(b) is carried out with appropriate safeguards for the rights and freedoms of data subjects.

(c) relates only to individuals who either are members of the body or association or have regular contact with it in connection with its purposes, and 

(d) does not involve disclosure of the personal data to a third party without the consent of the data subject.

5. The information contained in the personal data has been made public as a result of steps deliberately taken by the data subject.

6. The processing:-

(a) is necessary for the purpose of, or in connection with, any legal proceedings (including prospective legal proceedings).

(b) is necessary for the purpose of obtaining legal advice, or

(c) is otherwise necessary for the purposes of establishing, exercising or defending legal rights.

7.
(1)

The processing is necessary:-

(a) for the administration of justice

(b) for the exercise of any functions conferred on any person by or under an enactment, or

(c) for the exercise of any functions of the Crown, a Minister of the Crown or a government department.

(2) The Secretary of State may by order:-

(a) exclude the application of sub-paragraph (1) in such cases as may be specified, or

(b) provide that, in such cases as may be specified, the condition in sub-paragraph (1) is not to be regarded as satisfied unless such further conditions as may be specified in the order are also satisfied.

8.
(1)

The processing is necessary for medical purposes and is undertaken 




by:-

(a) a health professional, or

(b) a person who in the circumstances owes a duty of confidentiality which is equivalent to that which would arise if that person were a health professional.

(2) In this paragraph “medical purposes” includes the purposes of preventative medicine, medical diagnosis, medical research, the provisions of care and treatment and the management of healthcare services.

9.
(1)

The processing:-

(a) is of sensitive personal data consisting of information as to racial or ethnic origin.

(b) is necessary for the purpose of identifying or keeping under review the existence or absence of equality of opportunity or treatment between persons of different racial or ethnic origins, with a view to enabling such equality to be promoted or maintained, and

(c) is carried out with appropriate safeguards for the rights and freedoms of data subjects.

(2) The Secretary of State may by order specify circumstances in which processing falling within sub-paragraph (1)(a) and (b) is, or is not, to be taken for the purposes of sub-paragraph (1)(c) to be carried out with appropriate safeguards for the rights and freedoms of data subjects.

10. The personal data are processed in circumstances specified in an order made by 


the Secretary of State for the purposes of this paragraph.

Appendix 4

S139 ANTI-SOCIAL BEHAVIOUR ETC. (SCOTLAND) ACT 2004 DISCLOSURE AND SHARING OF INFORMATION

(1) Where sub section (2) applies, any person who, apart from this sub section:-

(a) would not have power to disclose information to a relevant authority; or

(b) would be by virtue of any enactment (including sub section (3)) or rule of law susceptible to a sanction or other remedy if the person disclosed the information.

shall have that power or shall not be susceptible to that sanction or remedy.

(2) This sub section applies if the disclosure is necessary or expedient for the purposes of any provision of:-

(a) this Act; or

(b) any other enactment the purpose of which is to make provision for or in connection with anti social behaviour or its effects.

(3) Subject to sub section (4), where:-

(a) by virtue of sub section (1) a person discloses to a relevant authority information in respect of which the person is subject to a duty of confidentiality; and 

(b) on disclosing the information, the person informs the authority of the breach of the duty

the authority shall not disclose the information.

(4) Sub section (3) shall not prevent disclosure in any case where disclosure is permitted or required by virtue of any enactment or rule of law.

(5) In sub sections (1) and (3), “relevant authority” means:-

(a) a local authority;

(b) a chief constable;

(c) the Principal Reporter;

(d) a registered social landlord;

(e) an authority administering housing benefit;

(f) a person providing services relating to housing benefit to, or authorised to discharge any function relating to housing benefit of:-

(i) a local authority; or

(ii) an authority administering housing benefit

(6) Any person who, by virtue of this Act, must or may provide information or who provides or receives information for the purposes of any provision of this Act shall have regard to any relevant guidance given by the Scottish Ministers.

(7) The Scottish Ministers may, by order, modify the meaning of “relevant authority” in sub section (5).

In-force date: 28 October 2004

Appendix 5

MANDATORY FORM

Request for Data Sharing

in terms of the Anti-Social Behaviour Protocol

Note:

Data protection implications must be considered before information is disclosed or transferred and all requests for information must be documented.

1. Details of Requesting Organisation and relevant PDO/DO:

2. Details of Organisation to whom request directed:

3. Details of Data Requested: (Specify in particular if data may be non-personal, de-personalised or must be personal, and from which indices or records data should be supplied if known) – this part to request may be in form of paper apart.

4. Purpose for which Data Requested:

5. If the exemption relative to the detection and investigation of crime /apprehension or prosecution of crime is claimed, state:-
(a) why the case might fail without the data:

(b) what effect it is anticipated disclosure of the data will have:

(c) in what respect compliance with normal data protection procedures would be likely to prejudice the case:

PDO/DO approval:

Print Name: ………………………………..
Position:……………………………..

Signed: …………………………………………… Date …………………………..

Note:
If this request is complied with, the replying Organisation should state:

(1) if the data subject has placed any restriction on disclosure of the data, the nature of this restriction.

(2) whether the information is to be regarded as confidential

(3) the maximum period for which it is recommended the data should be held.

APPENDIX 6

PROCESS MAP FOR LAWFUL SHARING OF PERSONAL DATA
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Appendix 7

DISCRETIONARY STYLE OF FORM

Record of Consent under 

Anti-Social Behaviour

Information Sharing Protocol

Information Section

In order to combat anti-social behaviour in Moray, a number of agencies have agreed to hold and share relevant information.  This includes any information held by [specify Data Controller] about you on this subject.

Information may be shared on this subject with any of the agencies detailed in Schedule 1 to this notice, and for any of the purposes specified in Schedule 2 to this notice.  Information will only be shared if this is in accordance with the Data Protection Act 1998 and other relevant legal provisions.

You have certain rights under the Data Protection Act 1998.  These are summarised in Schedule 3 to this notice.

If you have any queries, you can obtain further information from [specify Data Controller] or from your local Citizens Advice Bureau.

Schedule 1

The Moray Council

Grampian Police Force

The Reporter, Scottish Children’s Reporters Administration (Moray Area)

Registered Social Landlords in Moray:

Albyn Housing Society Ltd

Ark Housing Association

Castlehill Housing Association

Grampian Housing Association

Hanover (Scotland) Housing Association Ltd

Langstane Housing Association

Moray Housing Partnership

Grampian Fire and Rescue Service

Victim Support Scotland

The Procurator Fiscal, Elgin

Schedule 2

· To provide the information required to frame and implement a joint strategy for tackling anti-social behaviour

· To tackle individual cases of anti-social behaviour

· To collect statistical information to analyse trends and identify hotspots 

· To contribute to research and evaluation

· To provide the information needed to deliver integrated and consistent services

· To improve the quality of services for those affected by anti-social behaviour in Moray

· Other purposes agreed as relevant to combat anti-social behaviour in Moray.

Schedule 3

Rights of Data Subjects:

· Right of access to personal data on payment of a £10 fee

· Right to have incorrect data removed/corrected

· Right to restrict data processing likely to cause substantial damage or distress

· Right to compensation for breach of rights

You should sign the undernoted declaration if you do not object to your information being shared as detailed above.

Declaration

I confirm that I have read and understand the contents of the part of this form above headed “Information Section”, and agree that personal  information provided by me to the Data Controller may be shared as detailed.

………………………………………(Data Subject) ……………………………. Date

Appendix 8

DISCRETIONARY STYLE OF FORM

Fair Processing Notice

In order to combat anti-social behaviour in Moray, a number of agencies have agreed to hold and share relevant information.  This includes any information held by [specify Data Controller] about you on this subject.

Information may be shared on this subject with any of the agencies detailed in Schedule 1 to this notice, and for any of the purposes specified in Schedule 2 to this notice.  Information will only be shared if this is in accordance with the Data Protection Act 1998 and other relevant legal provisions.

You have certain rights under the Data Protection Act 1998.  These are summarised in Schedule 3 to this notice.

If you have any queries, you can obtain further information from [specify Data Controller] or from your local Citizens Advice Bureau.

Schedule 1

The Moray Council

Grampian Police Force

The Reporter, Scottish Children’s Reporters Administration (Moray Area)

Registered Social Landlords in Moray:

Albyn Housing Society Limited

Ark Housing Association

Castlehill Housing Association

Grampian Housing Association

Hanover (Scotland) Housing Association Limited

Langstane Housing Association

Moray Housing Partnership

Grampian Fire and Rescue Service

Victim Support Scotland

The Procurator Fiscal, Elgin 

Schedule 2

· To provide the information required to frame and implement a joint strategy for tackling anti-social behaviour

· To tackle individual cases of anti-social behaviour

· To collect statistical information to analyse trends and identify hotspots 

· To contribute to research and evaluation

· To provide the information needed to deliver integrated and consistent services

· To improve the quality of services for those affected by anti-social behaviour in Moray

· Other purposes agreed as relevant to combat anti-social behaviour in Moray.

Schedule 3

Rights of Data Subjects:

· Right of access to personal data on payment of a £10 fee

· Right to have incorrect data removed/corrected

· Right to restrict data processing likely to cause substantial damage or distress

· Right to compensation for breach of rights
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DISCRETIONARY STYLE OF FORM

Processing Record

Section 1

1. Name of Data Subject:

2. Address and Postcode of Data Subject:

3. Date of Birth of Data Subject:

4. Nature and Extent of Data Held:

5. Source of Data:

6. Fair Processing Notice Issued?

7. Date of Issue of Fair Processing Notice:

8. Details of Agency Requesting Data including Point of Contact:

Section 2

9. If Data Sharing is based on consent of the Data Subject, specify:-

(a) date of consent:

(b) purpose(s) for which data may be shared:

(c) restrictions, if any, on data sharing imposed by data subject:

10. Specify in what respect the purpose of the data sharing amounts to a legitimate 

aim in terms of Art 8 of the Human Rights Act 1998 (specify relevant purpose 

from Information Sharing Protocol)

11.
Specify in what respect the data sharing is a proportionate response to meet 

that aim:

12. If the data is confidential, specify which of the following applies to meet  the “over-riding public interest” test:-

(a) protection of health and morals

(b) public safety

(c) prevention of crime and disorder

(d) protection of rights and freedoms of others

13. Has data been restricted to the least necessary to meet the purpose of the data sharing?  If so, specify how:

14. Specify name of PDO/DO who authorised the data sharing:

15. Date on which data supplied:

16. Retention Period Specified, if any:

17. Name of PDO/DO to whom information supplied:

Section 3

18.
If Data Sharing is not based on consent of the Data Subject: specify Schedule 

2/2&3 conditions met:

19.       If exemption from subject information provisions is claimed, because either:-

(i) the data was not obtained from the data subject and compliance would 


involve a disproportionate effort – specify why:

      (ii)
compliance would be likely to prejudice the detection and investigation 

      of crime/the apprehension or prosecution of offenders – specify why:

Appendix 10 


KEY LEGISLATION AND GUIDANCE

1.1
Data Protection Act 1998

1.1
Application of the Data Protection Act 1998

1.1.1
The Data Protection Act 1998 (“DPA”) applies to “data controllers” and regulates whether and how they process personal data.  Those individuals who are the subject of personal data (“data subjects”) are also given rights under the Act, such as the right of access and the right to prevent processing likely to cause damage or distress.  “Processing” means essentially anything which may be done to personal data, including obtaining, holding, using, disclosing or destroying them.  “Data” is defined as including all computerised information and some structured manual records.  “Personal data” means data relating to an identified or identifiable living individual.  It is likely that the name of an individual will amount to personal data where the name appears together with some information about some aspect of the individual’s life, for example the individual’s postcode, details of his employment, finances, health or family.

1.2
The Data Protection Principles
1.2.1
The 8 Data Protection Principles set out in Schedule 1 to the DPA are of central importance.  These principles are included in Appendix 1 to this Protocol.

1.2.2 The first and second data protection principles are particularly important in determining if data sharing will be lawful.  Both of these principles are considered in further detail.  The legal remedies that arise when there is a breach of the data protection principles are also considered.

1.3     The First Data Protection Principle
1.3.1 Under the first data protection principle, personal data must be processed fairly and lawfully.  In order for processing of personal data to be lawful, at least one of the conditions listed in Schedule 2 to the DPA 1998 must be met and if processing sensitive personal data, at least one additional condition from Schedule 3.  Section 139 of the Anti-Social Behaviour etc (Scotland) Act 2004 contains a legal obligation to disclose data as required in terms of condition 3 of Schedule 2, thereby rendering the processing of personal data relative to anti-social behaviour lawful.  In the case of sensitive personal data, conditions 3, 6 or 7 may apply, but they are likely to do so only in the context of data exchange necessary to further investigations into specific complaints of anti-social behaviour rather than to information sharing designed to fulfil the more general purposes of the Protocol.

1.3.2
As regards the requirement of fairness in the first principle, the DPA introduced the “fair processing code”.  In terms of this code, where data or information is obtained from a data subject, the data controller must  in so far as is practicable, advise the data subject of the identity of the Data Controller or any nominated representative, the purposes for which the data are intended to be processed and any further information that is necessary in order for the processing to be regarded as fair having regard to the circumstances (“the subject information provisions”). A style of Fair Processing Notice which Partnership Organisations may wish to use is produced at Appendix 6   8. There are however two important exceptions to the subject information requirements.  Firstly in the case of data obtained other than from the data subject there is an exemption where the provision of the information would involve a disproportionate effort.  Where this exemption is relied upon, the Data Controller must keep a record of the reasons for his view that a disproportionate effort would be involved.  The second exception is a more general exemption which applies to criminal matters and is detailed in section 9.1.5.1 below.  Where either of these exceptions apply, a Fair Processing Notice need not be served on the data subject.


1.4 The Second Data Protection Principle
1.4.1
This provides that personal data shall be obtained only for one or more specified and lawful purposes and shall not be further processed in any manner incompatible with that purpose or those purposes.  The purpose or purposes for which personal data are obtained require to be notified to the Information Commissioner in terms of the data registration for each Partnership Organisation. 

1.5 Exemptions
1.5.1 There are a number of important exemptions from compliance with various aspects of the DPA that may be relevant in the context of anti-social behaviour.  It is often stated that as a matter of good practice, public bodies wishing to share data should seek to do so in accordance with the Data Protection Principles where possible, even if an exemption is available.  The Partnership Organisations agree however that in the context of dealing with anti-social behaviour, as a statutory gateway to information sharing has been enacted in the form of Section 139 of the Anti-Social Behaviour etc (Scotland) Act 2004, reliance where appropriate may be placed on the most pertinent exemption available, which is in terms of Section 29 of the DPA, the exemption applying to data processed for inter alia the prevention or detection of crime and the apprehension or prosecution of offenders.  This entitles Data Controllers to treat as wholly fulfilled the first data protection principle (except the requirement to meet one of the conditions in Schedules 2/2 & 3) and also the second, third, fourth and fifth data protection principles.  It should be noted however that this exemption applies only where following normal data protection procedures would be likely to prejudice the prevention or detection of crime or the apprehension or prosecution of offenders.  The “likely to prejudice” test is not a light one and must be satisfied on a case by case basis.  It cannot be used to justify routine data matching or sharing.  

1.6 Enforcement of the Data Protection Act 1998 and Consequences of Non-Compliance
1.6.1 Most of the provisions of the DPA which create statutory offences apply to the Data Controller and not to individual employees of the Partnership Organisations.  Offences relating to individuals tend to concern situations where an individual deceives or misleads a data controller into providing them with personal data.  They are not intended to apply to negligent failures to apply the terms of the DPA by individuals.

1.6.2 by internal guidance framed relative to particular service areas of each Partnership Organisation.  By applying the terms of this Protocol and associated internal guidance, individuals should feel confident in data sharing.  If such confidence is lacking, individuals should seek additional training or legal advice.  Application of the terms of this Protocol will always be a matter for the exercise of professional judgement by the officers involved.  For the reasons outlined however, circumstances in which individuals are subject to criminal or civil sanction for breaching statutory or common law requirements as to data sharing should be extremely rare.

2.       The Human Rights Act 1998 and the European Convention on Human 

 
Rights

2.1
The Human Rights Act 1998 (“the HRA”) came into force on 2 October 2000 and gives effect to the principal rights guaranteed by the European Convention on Human Rights.  For the purposes of data sharing, Article 8.1 of the European Convention is of key significance.  This Article provides that “everyone has the right to respect for his private and family life, his home and his correspondence”.  This is however, a qualified right, that is, there are specified grounds upon which it may be legitimate for authorities to infringe or limit that right.  In particular Article 8.2 provides “there shall be no interference by a public authority with the exercise of this right except as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others”.

2.2
It is a key aspect of the HRA that it is unlawful for a public body, which would include many of the Partnership Organisations to this Protocol, to act in a way that is incompatible with convention rights.  Any alleged breach of the HRA may be raised along with a claim for damages through the Scottish Courts.

2.3
Article 8 is very broad in its scope.  The Courts have already determined that, in the context of information sharing, the Article is engaged even by the act of producing a person’s current name and address under statutory electoral roll obligations.  This is because, in determining whether Article 8 is engaged, it is necessary to take into account not simply the information which is disclosed but also the anticipated use to which it will be put.

2.4
In order to ensure that any information sharing in terms of this Protocol is compatible with the HRA, a three step process must be followed.  Accordingly, the sharing of information must be:-

· in accordance with the law;

· in the pursuit of a legitimate aim; and

· necessary in a democratic society

2.5
As regards the first requirement, that the information sharing be in accordance with the law, given the terms of Section 139 of the Anti-Social Behaviour etc (Scotland) 2004, any information sharing in terms of this Protocol which also satisfies the terms of the DPA is likely to be regarded as in accordance with the law.

2.6
As regards the second requirement, that the information sharing must be in pursuit of a legitimate aim, again, as long as the information sharing is in pursuit of one of the purposes outlined in this Protocol, it is likely to be regarded as being in pursuit of a legitimate aim.

2.7
As regards the third test, this is likely to be the key factor in most cases.  In determining this element, Partnership Organisations are required to look at the circumstances of the case and assess whether the information sharing proposed is a proportionate response to the purpose for which the request for information was submitted.  For example, if information were to be sought from the Police as to reported incidents of noise related complaints pertaining to a named individual, it would not be a proportionate response for the Police also to supply information about other unrelated complaints or convictions of that individual.  Before interfering with the right to privacy, consideration must always be given to whether there is a less intrusive way of achieving the same benefit.  Information sharing will be proportionate if there is no viable alternative and the information shared is limited to what the recipient party needs to know.

3
Common Law and Statutory Obligations of Confidence
3.1
The law in Scotland on breach of confidence is marked by some uncertainty.  In general terms however, the law of confidence protects information provided that it can be shown that:

· The information in question has the necessary “quality of confidence”.  This means that the information should not be in the public domain already, or be readily available from another source (although the fact that the information may be known to a limited class of persons does not destroy confidentiality) and it should have a degree of sensitivity and value;

· The information in question was communicated in circumstances giving rise to an obligation of confidence.  The obligation of confidence may be express or implied from the circumstances, such as where there is a special relationship between professionals, for example relationships between doctors and their patients, or solicitors and their clients;

· There was an unauthorised use of that material.  It is not necessary to prove dishonesty.

3.2
The duty of confidence applies only to identifiable information and not to aggregated data derived from such information or to information that has otherwise been effectively anonymised i.e. it is not possible to link the information to a specific individual.

3.3
Similarly to the right enshrined in Article 8 of the European Convention, confidentiality is not an absolute right.  The right will not preclude information sharing where an over-riding public interest requires this.  Thereafter, as in the case of the HRA, if satisfied that there is an over-riding public interest, authorities have a duty to act reasonably and in a manner that is proportionate to their aim.

3.4
The established categories of public interest which might over-ride the common law duty of a confidence include:

· The protection of health and morals

· Public safety

· The prevention of crime and disorder

· The protection of the rights and freedoms of others

3.5 In deciding whether or not disclosure of information given in confidence is justified, Partnership Organisations need to weigh the harm that might result if they fail to disclose the information against the harm that would result from breach of confidence.  The disclosure must be proportionate and the minimum necessary to achieve the public interest objectives.  Wherever information requires to be disclosed which was obtained in confidence, the parties involved in the disclosure must record in writing that the information was disclosed without consent and the nature of the public interest justification.

4.
Process Map

4.1
A process map showing the key steps which it is suggested PDOs/DOs go through in determining whether the proposed disclosure of information is in accordance with these legal restrictions is located at Appendix 6.

Appendix 11

PRIMARY DESIGNATED OFFICERS AND DESIGNATED OFFICERS
Name
Post
Organisation



Andy Jamieson – PDO

John Carney –DO

Sue Holden – DO

Alan Johnstone – DO

Donnie Mackay - DO

Sandy Innes - DO

Douglas Wilson - DO

Gordon Christie – DO

Mike McClafferty – Senior DO

Stephen Fairclough – DO

Joan Main – DO

Veronica Thow – DO

Richard Anderson – DO
Anti-Social Behaviour Co-ordinator

Child Care Manager

Youth Justice Manager

Youth Justice

Environmental Health Manager

Principal Environmental Health Officer

Inclusion and Support Manager

Trading Standards Officer

Senior Housing Manager

Area Housing Manager, Elgin

Area Housing Manager, Forres

Area Housing Manager, Buckie

Housing Needs Manager, Elgin
The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

The Moray Council

Doug Mackenzie – PDO

Paul Bremner – DO

Colin Mowat – DO
Chief Inspector

Sergeant

Sergeant
Grampian Police Force

Grampian Police Force

Grampian Police Force

Sharon Ralph – PDO

Geoff Main – DO
Procurator Fiscal

Procurator Fiscal Depute
The Procurator Fiscal, Elgin

Helen Barton – PDO

Hazel Skeet – DO
Hsng & Comm Serv Director

Housing Manager
Albyn Housing Society Ltd

Gail Robertson – PDO

Emma Ozanne – DO
Housing Manager

Housing Officer
Castlehill Housing Assoc

Morelle Stalker – PDO

Malcolm McNeil – DO
Director of Corporate Serv

Housing Manager
Grampian Housing Assoc

Gordon Cowie – PDO

Michael Gray – DO

David Reid – DO
Area Manager

Assistant Area Manager

Housing Services Manager
Hanover (Scotland) Housing Association Limited

Paul Robinson – PDO

Bob Mackay – DO

Steven Addie – DO
Neighbourhood Serv Mnger

Neighbourhood Serv Officer

Sen Neighbourhood Serv Off
Langstane Housing Association

Clare Bradley – PDO

Peter Cruickshank – DO
Director

Housing Officer
Moray Housing Partnership

John Hammond – PDO

Trish Black – DO
Reporter

Reporter


The Reporter, Scottish Children’s Reporters Administration (Moray Area)

Jacqueline Mackay - PDO
Information Manager
Grampian Fire & Rescue Service

Dave Thewliss – DO
Area Commander (Moray)
Grampian Fire & Rescue Service

Sheila Campbell – PDO

Stewart Cree – DO

Michael Pirie – DO
Co-ordinator

ASB Co-ordinator

Admin Assistant
Victim Support Moray

* includes named individuals or their successors in the named post

Has the First Data Protection Principle otherwise been met?





Have the other Data Protection Principles been met?





Does a relevant exemption apply Principle?





Does the data sharing meet a legitimate aim in terms of Art 8 HRA 1998?





Does the data sharing represent a proportionate response to meet that aim?





If the data is confidential, does the aim of the data sharing meet one of the “over-riding public interest” criteria?





Has the data generally been restricted to the least necessary to fulfil the purpose of the data sharing?





Data Sharing May Occur


- Complete Processing Record (App 9)





Yes





Yes





Yes





Yes





Yes





Yes





Yes





Yes�s�





No





No





No





No





No





No





No





No





No





No





Yes





Arrange for completion of consent form (App 7)





Is it practical/appropriate to seek the consent of the data subject? 





Yes































































































Arrange for completion of Fair Processing Notice 


(App 8)





Is another condition from Schedule 2/Schedule 2  & 3 met? 





Data sharing cannot take place





Does an exemption from the subject information provisions apply? 








Version
1.7

Date
17.04.06

PAGE  

40
C:\DOCUME~1\hepburl\LOCALS~1\Temp\ISP1.doc




